Process Control and 
Automation Applications 

8 


50 

MANUFACTURING, PLANT, AND 
PRODUCTION MANAGEMENT: APPLIED 
IN AUTOMOBILE INDUSTRY 762 

Introduction 762 

Organizational Condition in Automobile 
Industry 762 
Production Planning 765 

Procurement and Suppliers: Network 
Configuration 767 
Structure of Suppliers: Network and 

Management of Procurement 769 
Variants of Procurement Systems 770 

Production Control 773 
Reverse Logistics and Remanufacturing 776 
References 779 


51 

CONTROL SYSTEMS AND AUTOMATION IN 
STEEL THIX0F0RMING PRODUCTION 781 

Introduction 781 
Problem Definition 781 
Thermophysical Properties and Energy-Based 
Control 781 

Billet Model Design and Development 782 
System Discretization 783 
Extraction of Model Parameters from 
Physical Data 784 
Simulation of the Heating Process 785 
Physical Parameters for C38 Steel 785 


Online Estimation and Control of 
Thixoforming Process 786 
Estimation 787 
Control 787 

Physical Capability Support 788 
Hardware and Software Support 788 
WinSit Software 789 
Fuzzy Logic Control 789 
Design of the Fuzzy Controller 

for Inductive Heating of Steel 
Billets 792 

Results of Fuzzy-Controlled Heating 
Process 793 

Automation of the Process 794 
Mechanical Setup 794 
Conclusions 795 
Acknowledgments 795 
References 796 

52 

PROCESSES AND AUTOMATION IN 
DAIRY INDUSTRY 797 

Nature of Dairy Industry 797 

Evolution and Progress of Dairy Industry 797 
Products in Dairy Industry 797 
Specialities of Dairy Processing 798 
Automation in Dairies 798 

Milk Collection Center and Quality Check 
at Factory Gate 798 
Milk Reception Section 798 
Pasteurization Section 799 


757 


© 2012 by Bela Liptak 



758 Process Control and Automation Applications 


Pouch Filling 799 
Cream Pasteurization System 800 
Butter-Making Section 800 
Hot Water Generation Section 801 
HMI and Automation in Dairy Industry 801 
Automation Benefits 801 
Future Trends 802 
Acknowledgments 802 
Bibliography 802 

53 

SOFTWARE FOR PHARMACEUTICAL 
AUTOMATION 803 

Introduction 803 
Particular Needs of Pharmaceutical 
Industry 803 
Validation 804 

Forms of Process Automation Software 804 
Classifications of Software 804 
Good Engineering Practices 804 
Time Stamping 806 
PLCs and DCSs 806 
Modular Design 806 
HMIs 806 
Batch Operations 806 
ISA Batch Standard 807 
Sequential Function Charts 807 
Batch Management Software 807 
Electronic Records and Electronic 
Signatures 807 
HVAC System Automation 808 
Conclusions and Comments 808 
Reference 808 
Bibliography 808 

54 

PROCESS AUTOMATION IN THE 
AUTOMOTIVE INDUSTRY 809 

Introduction 809 

PLCs, PACs, and SCADA in the Automotive 
Industry 809 

Constituent Parts of an Automotive Plant 810 
Press Work 810 
Engine and Transmission 811 
Body Assembly 812 
Paint Shop 813 
Final Assembly 813 
Standards and Code Generation 813 
Digital Manufacturing in the Automotive 
Industry 814 

Future Trends in Plant Automation 815 
Agility 815 
Safety 816 
Communications 817 


Conclusions 819 
References 819 

55 

MINE-WIDE SCADA SYSTEM 821 

Technology Strategy 821 
Technology Vision 821 

Mine-Wide Communications System 
Infrastructure 82 1 

Mine-Wide SCADA System 822 
Self-Regulating Mine System Controls 822 
Design Criteria 823 

Integrated Control Systems and Motor 
Control Centers 823 
Programming to Follow IEC-61 13 1-3 
Specification 824 
Remote Administration (Diagnostic, 
Programming, Configuration) 

Capabilities 825 
Plant Visualization Standards 828 
Evolution of HMI 828 
High-Performance Visualization 
Techniques 828 
“Best Practice”-Based HMI Display 
Standard 829 
Alarms 83 1 

Mine System Visualization 832 

Operations Center Overview Display 832 
Revisions to Level 2 and Level 3 
Displays 833 

Mine Systems Automation and Applications 833 
Hoists 833 

Ore Waste-Handling System 834 
Dewatering 834 
Ventilation 835 
Fuel Transfer System 836 
Backfill Plant 837 
Underground Electrical Substation 838 
Conclusions 839 

56 

APPLICATION OF ARTIFICIAL INTELLIGENCE 
AND FUZZY LOGIC IN MINERAL PROCESSING: 
HYDROCYCLONES 840 

Introduction 840 

Online Control of Hydrocyclones 840 
Signal Processing and Online Control of 
Hydrocyclones 84 1 
Application of Artificial Intelligence 841 
Application of Backpropagation 
Technique 842 

Application of Fuzzy Control 843 
Comments on Neural Fuzzy Systems 845 
References 846 


© 2012 by Bela Liptak 



Contents of Chapter 8 759 


57 

COMPUTER CONTROL IN MINING AND 
EXTRACTIVE METALLURGY 847 

Introduction 847 
Mining 848 
Mine Design 848 

Open Pit Mining 848 
Underground Mining 849 
Milling and Processing 850 
Grinding 85 1 
Instrumentation 85 1 
Grinding Control 85 1 
Flotation 85 1 
Instrumentation 85 1 
Flotation Control 852 
Future Trends 854 
Benefits 855 

Evaluation of Teleoperated Mining 855 

References 856 


58 

TELEMETRY CONTROL AND MANAGEMENT 
OF WATER TREATMENT PLANTS 858 

Introduction 858 

Example Application of Water Treatment Plant 858 
Using Profibus 858 
Using DeviceNet 858 
Overview of Telemetry Applications 858 
Wastewater Liftstations 858 
Water Well Fields, Reservoirs, Tanks, and 
Pump Stations 859 
Use of the Packet Radio 859 
Packet Radio 859 
UtiliNet History and Design 859 
Radio Communications Networks 859 
Radio Location 859 
Head-End Radios 860 
Project Applications on the UtiliNet 
Network 860 

DWS-805 Meter Reading 860 
DWS-808 Backbone 861 
SCADA Telemetry Integration 862 
Field Sites 862 
Normal Radio Traffic 862 
Radio Network Issues 863 
Identified Concerns 863 
Network Routing 864 
Connectivity 864 
Interference 865 
Repeater Latency 865 
Domain Routing and Non-Routers 865 
Routing Decisions 865 
Misconfigured Packets 866 
Misconfigured Radios 866 


Old Version of Firmware 866 
Other Issues with Overall Radio Network 866 
Radio Ownership 866 
Designate WSD “Owner” of the System 867 
Organizational Recommendations 867 
Standards 867 
Added Diagnostics 867 
Performance Metrics 868 
Radio Communications Network 
Maintenance 868 
Local Automatic Controls 868 
Operational Recommendations 868 
Controllers 868 

Programmable Logic Controllers 868 
Distributed Control 868 
Protocol Bridges 869 
IT vs. Controller Networks 869 
Industrial Ethernet and TCP/IP-Based 
Systems 869 

Fiber-Optic Communications and 
Networks 869 

59 

DESIGN AND IMPLEMENTATION OF A SAFE AND 
RELIABLE INSTRUMENTATION AND CONTROL 
SYSTEM IN OIL AND GAS INDUSTRY 870 

System Architecture 870 
Control Room Design 87 1 

Control System Design 872 

Hazard and Operability Study 872 
Safety Integrity Level 872 
SIL Verification 874 
Control System Risk Assessment 874 
Selection of Control Systems 874 
Control of Third-Party Packages 876 
SIS or ESD Implementation 876 
Partial Stroke Test 876 
Fire and Gas Detection System 877 
Using Foundation Fieldbus 877 
Field Instrumentation 878 
Implementation of Control Systems 878 
Audits 879 
People 879 
Site Changes 879 
DISCLAIMER 879 
Bibliography 879 

60 

POWER NETWORK SECURITY 880 

Background 880 

Communication Networks and Systems 880 
SAS 881 

Modeling Approach 881 

Mapping to Communication Profile 883 


© 2012 by Bela Liptak 



760 Process Control and Automation Applications 


Wind Power Plants 884 
Information Model 884 
Information Exchange Model 885 
Mapping to Communication Profile 886 
Distributed Energy Resources 887 
Features of Cyber Security Issues in Power 
Industry 887 
Cyber Security Threats 887 
Inadvertent Threats — Safety Failures 888 

Inadvertent Threats — Equipment 
Failures 888 

Inadvertent Threats — Carelessness 888 

Deliberate Threats — Disgruntled Employee 888 

Deliberate Threats — Industrial Espionage 888 

Deliberate Threats — Vandalism 888 

Deliberate Threats — Cyber Hackers 888 

Deliberate Threats — Viruses and Worms 889 
Deliberate Threats — Theft 889 

Deliberate Threats — Terrorism 889 

Requirements of Cyber Security 889 

Cyber Security Attacks and Categories 889 
Cyber Security Solutions for Power Industry 890 
Security Mechanisms Proposed in IEC 
62351 Series 890 

IEC 62351-3: Profiles Including TCP/IP 891 
EC 62351-4: Security for Profiles That 
Include MMS 892 

EC 62351-5: Security for IEC 60870-5 and 
Derivatives 893 

IEC 62351-6: Security for IEC 61850 
Profiles 893 

Security in Web Service-Based Monitoring 
and Control 894 
Communication Model and Security 
Requirements 894 

WS-Security and the Security Token 895 
Designing Principles for the Proposed 
Security Mechanism 895 
Design of the Security Mechanism 896 
Implementation of the Security 
Mechanism 896 
Access Control for IEDs 897 

Access Control Defined by IEC 61850 897 

Privilege Management Infrastructure 
Based Access Control 898 
Privilege Delegation Model of Substation 
System 898 

Access Control System of Substation 
Automation 900 
Conclusions 901 
Bibliography 902 


61 

NUCLEAR PLANT INSTRUMENTATION AND CONTROL 
SYSTEM PERFORMANCE MONITORING 903 

Introduction 903 
Background 903 

Global Power Demand and Role of Nuclear 
Energy 904 

OLM Fundamentals and Benefits 905 
OLM Fundamentals 905 
OLM Benefits 908 
Motivation for OLM Development 908 
OLM Implementation in Nuclear Power 
Plants 910 

On-Line Detection of Sensing Line 
Blockages 910 
Response Time Testing of Pressure 
Transmitters 910 
On-Line Calibration Monitoring of 
Pressure Transmitters 911 
In Situ Cross Calibration of Temperature 
Sensors 911 

Fluid Flow Monitoring 912 
Life Extension of Neutron Detectors 913 

OLM Systems for Nuclear Power Plants 914 
Available Resources and the Software 917 
Summary and Outlook 917 
References 918 


62 

ALTERNATIVE ENERGY I: CONTROL SOFTWARE 
NEEDS OF RENEWABLE ENERGY PROCESSES 91 9 

Introduction 919 
Renewable Energy Processes 919 
Biological Life Cycle 919 
Energy-Free Homes 920 

Solar Hot Water Systems 921 
Photovoltaic Systems 921 
PV Collectors and Their Control 922 
Storing Solar Energy 924 

Storing Solar-Generated Electricity in 
Batteries 924 

Solar Battery Charge Controllers 926 
Control Software for PV with Storage 926 
Grid-Connected PV Systems Having 
Battery Storage 926 

PV Systems Having No Grid Connection 927 
Solar-Hydrogen System 928 
Reversible Fuel Cell 928 
Controlling the RFC 929 


© 2012 by Bela Liptak 



Contents of Chapter 8 761 


63 

ALTERNATIVE ENERGY II— SCADA SYSTEM 
FOR THERMAL POWER PLANT 930 

Introduction 930 
World Energy Trends 93 1 
Monitoring and Control Strategy 93 1 
Application Architecture 933 
System Implementation 934 

Plant Bus and Hardware Configurations 934 
Software Configuration Using PCS7 934 
Buses and Servers 936 

Terminal Bus-Database Tier-OS Redundant 
Servers 936 
Terminal Bus and Local 

Network — Application and 
Presentation Tier 937 
PCS7 Programming Software 
Architecture 937 
Conclusive Remarks 937 
References 939 

64 

ALTERNATIVE ENERGY III— WIND ENERGY 940 

Introduction 940 

Wind Energy Overview 940 


Principles 940 

Size of Industry and Global Potential 943 
Turbines 943 
Wind Farms 944 

Wind Farms and Balance of Plant 944 
Meteorological Masts 944 
Substations and Grid Interfaces 944 

Communications Infrastructure 945 

Wind Farm Control Issues 945 
Project Lifecycles, Contracts, and Key 
Performance Index 946 
Wind Farm Portfolios 946 
Wind Farm Operations 947 
Forecasting 947 

SCADA Systems in Wind Farms 947 
SCADA Platforms 947 
Wind Farm Communication Protocols 947 
Data Maintenance 948 
Condition Monitoring 948 
Portfolio Systems 949 
Abbreviations 949 
Symbols 949 


© 2012 by Bela Liptak 



